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Introduction

The NetApp Storage Replication Adapter for Element (SRA) integrates with the VMware Site
Recovery Manager (SRM) to enable communication with replicated Element storage clusters
(arrays) and execute supported workflows. The SRA facilitates planned migration and disaster
recovery management between protected and recovery sites. Administrators can use the VMware
SRM with the SRA to manage and configure replication of virtual machines with datastores hosted
on the Element storage clusters.

“Protected” Site “Recovery” Site

Storage | ! Storage

The SRA supports the following workflows and actions:

» View all replicated sources and targets configured on the storage arrays from protected and
recovery sites.

» Perform planned migration of virtual machines with datastores on the Element cluster from the
protected site to the recovery site.

» Perform disaster recovery of virtual machines with datastores on the Element cluster from the
protected site to the recovery site.

» Reprotect virtual machines with datastores after failover from the recovery site.
» Create and clean up writable snapshots to simulate a failover and test recovery procedures.
* View the SRA and SRM message logs.

The intended audience for the SRA user guide is administrators who install, configure, use, or
troubleshoot SRM-related issues.

» SRM Administrators: You should have training or have worked as an SRM administrator.

» Networking: You have a familiarity with server networking and network storage, including IP
addresses, netmasks, and gateways.
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Support matrix

The VMware Compatibility Guide includes information about supported hardware and software,
including compatible Element node types, supported protocols, Element software, and SRM
versions.

VMware Compatibility Guide


https://www.vmware.com/guides.html

SRA User Guide
Installing the SRA

Installing the SRA

You can install the SRA with the photon installer. Follow installer prompts to complete the
installation on protected and recovery sites.

Before you begin

» The SRA 3.0 supports SRM 8.2 and 8.3 virtual appliance (Photon OS) only.

 Install and configure VMware SRM 8.2 and 8.3 on both the protected and recovery sites.
Follow the VMware installation instructions on the About VVMware Site Recovery Manager
Installation and Configuration site.

o Specify the Photon version.
o Specify the IP address and port for the SRM Appliance Management dashboard.
o Register and configure the vCenter.

 Install and configure VMware vSphere Web Client 6.7 or 7.0.

» Create and configure the Element cluster pair for replication using the NetApp Element 11 or
12 software.

» Configure the replicated volumes on the cluster pairs using the NetApp Element 11 or 12
software.

Steps

1. Download the net app_el ement _sra- 3. 0. 9. t ar. gz from the NetApp Supportsite.
2. Use the SRM IP address to open and log into the SRM Appliance Management dashboard.

- SRM Appli

Summary | MEW ADAPTER

Monitor Disks

Netapp Storage Replication Adapter for Element

ACCass

Certificates Weriion 320
Matworking Wansdor Metipp, Inc
Tirvwie Wandor URL hitlps farww netapp oo
Sarvices S g M —
tags
Lipdate
Docker image shaiS6e 106 TIne0 3na BT BC 3CaRsa s B2 9a3a6d b eMidedeB el Z3a3 Jadc 300
Syslog Forwarding ] Seeld
Storage Replication Adaplers

3. Click New Adapter and add the NetApp Storage Replication Adapter for Element.
4. Select the file downloaded from the NetApp Support site.

The TAR file is the docker file that creates the NetApp Storage Replication Adapter for
Element container.


https://docs.vmware.com/en/Site-Recovery-Manager/8.3/com.vmware.srm.install_config.doc/GUID-B3A49FFF-E3B9-45E3-AD35-093D896596A0.html
https://docs.vmware.com/en/Site-Recovery-Manager/8.3/com.vmware.srm.install_config.doc/GUID-B3A49FFF-E3B9-45E3-AD35-093D896596A0.html
https://mysupport.netapp.com/NOW/cgi-bin/software/
https://mysupport.netapp.com/NOW/cgi-bin/software/
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Upgrading the SRA

The installation method has changed. The SRA v3.0 only supports SRM 8.2 or 8.3 Virtual
Appliance (Photon OS).

To upgrade to the latest version, do the following:

» Follow the VMware migration instructions. For more information, see Migrate from Site
Recovery Manager for Windows to Site Recovery Manager Virtual Appliance.

» After successful migration to a Photon based SRM, install the latest version of SRA. For more
information, see /nstalling the SRA on page 5.

ﬁ CAUTION: After you have reinstalled the SRA,
reconfigure the array manager and array pair.


https://docs.vmware.com/en/Site-Recovery-Manager/8.2/com.vmware.srm.install_config.doc/GUID-F39A84D3-2E3D-4018-97DD-5D7F7E041B43.html
https://docs.vmware.com/en/Site-Recovery-Manager/8.2/com.vmware.srm.install_config.doc/GUID-F39A84D3-2E3D-4018-97DD-5D7F7E041B43.html
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Discovering the SRA

After installing the SRA on both the protected and recovery sites, you need to rescan both sites to
discover the SRA.

Steps

1. Inthe vSphere Web Client on the protected site, go to Site Recovery > Sites.
The Summary page indicates that no SRAs are installed.

2. Click View SRA Tab.

3. Click the rescan icon.

4. Repeat this procedure for the recovery site.
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Configuring the NetApp Element SRA

You must configure the SRA to work with SRM after the SRA is installed and discovered on both
the paired protected site and paired recovery site.

Steps

1.

w

N o oM

10.

11.

12.
13.
14.
15.
16.

In the vSphere Web Client on the protected site, go to Site Recovery > Array Based
Replication.

Click Add Array Manager.

In the Add Array Manager wizard, select Add a pair of array managers from the Options
menu.

Click Next.

In the Location menu, specify the IPs of the protected and recovery sites and the SRM ID.
Click Next.

In the Configure array manager menu, enter a name for the local (protected) array in the
Display Name text box.

Note: Both sites and their array managers can be bi-directional, including both protected
and recovery volumes.

Enter the connection parameters for the Element cluster:

e The management virtual IP (MVIP) for the cluster.
e The volume prefix you wish to use to filter volumes.
e The cluster admin user name.
Note: The cluster admin must have cluster and volume privileges.
e The cluster admin password.
Click Next.

In the Configure paired array manager menu, enter a name for the remote (recovery) array
in the Display Name text box.

Enter the connection parameters for the Element cluster:
¢ The management virtual IP (MVIP) for the cluster.
* The volume prefix you wish to use to filter volumes.
e The cluster admin user name.
Note: The cluster admin must have cluster and volume privileges.
* The cluster admin password.
Click Next.
Select the array pairs that you wish to enable from the list.
Click Next.
Review the array manager settings and click Finish.
Repeat this procedure to configure array managers for any additional Element cluster pairs.
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SRA enabled workflows

The following workflow options are available from the landing page of the Site Recovery Manager
(SRM):

Test : Perform a test recovery of virtual machines with datastores on a Element cluster from
protected site to the recovery site.

The Test workflow is a simulation failover of an entire configuration of virtual machines from
protected sites to the recovery sites in a non-disruptive environment. This workflow can be
used to confirm that configuration has been setup correctly for the protected virtual machines.
Instead of disabling or deactivating the main production datastore(s), SRM will create a
datastore copy that can run in parallel with production for testing.

When you start the Test workflow, a simulated failover is executed. SRM ensures that
protected VMs at the protected site are not subject to any interruption during a test workflow
execution. Element SRA enables that workflow by translating SRM actions into Element
commands.

Cl eanup: Clean up the temporary writable snapshots (clones) created by the test operation on
a recovery site during a simulated failover. The link is active only when a Test workflow is
performed.

Recover y: Recover virtual machines to the recovery site from the protected site. Element
SRA supports the following recovery types:

o Planned M grati on: Includes planned decommissioning of virtual machines at the
protected site and commissioning of virtual machines at the recovery site. Both protected
and recovery sites must be up and running.

o Disaster Recovery: Restores the virtual machines on the recovery site when the
protected site goes down.

Repr ot ect : Reprotect after failover from a protected site to a recovery site to restore virtual

machines with datastores to the original protected site. The link is active only after a Recovery

workflow is performed.

Cancel : Cancel the current workflow.
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Logging and errors

You can use the log files of SRM and the SRA to troubleshoot issues that you might encounter
while using the SRA.

The SRA logs messages and command requests sent by SRM to SRA in a set of standard SRA log
files. Each log file is saved in the <VMnar e vCenter Site Recovery Manager install

| ocati on>\ Logs\ SRAssol i dfire_sra_<nunber from 1 to 10>. I og format; for
example, sol i dfi re_sra_01. | og These files overwrite the oldest as needed to preserve a limit
of 10 logs. There is an additional log file also created here named

sol i dfire_sra_api _<year>_<nont h>_<day>. | og that includes request and response details
sent to and received from the Element cluster.

You can view the SRA log files when you download a support bundler from the SRM Appliance
Management dashboard.

-"! SRM Appliance Management

Summary RESTART  DOWHLOAD SUPPORT BUNDLE 5TOP
Manitor Disks Product wMware vCenter Site Recovery Manager

~
Access Varsion B.3.0

Certificates

Build 1561727

Metwaorking
RECONFIGLURE UNREGISTER

Time
Sarvices Site name Primary -38
Uodate Extension key com, vmware oD
5‘:.-':=\.|-."&-g Fnrwarding Platform Services Controllen hitps M MONF 237 38:443
Storage Replication Adapter viCenter Server 101722738

Connecticn thumBprint B, 5468:02:4D:83:0E:0C:72:A0:85.DFFE96: DT FItAT 64489404

SEM server log generation completed

DOWNLOAD

Logging messages specific to SRM are saved in <VMnar e vCenter Site Recovery Manager
install |ocation>\Logs\.
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The SRM also displays error messages and possible resolutions within the SRM UI.
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Troubleshooting
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The following issues might occur when executing the processes described in this document.

Issue

Cause

Solution

Running a recovery plan fails with a
timeout error while waiting for the
VMware Tools to start. Recovery
operations fail at the Waiting for
VMware Tools step of a recovery
plan.

SRM uses VMware Tools heartbeat
to discover when recovered virtual
machines are running on the recovery
site. Recovery operations require that
you install VMware Tools on the
protected virtual machines. Recovery
fails if you do not install VMware
Tools on the protected virtual
machines, or if you do not configure
SRM to start without waiting for
VMware Tools to start.

Install VMware Tools on the
protected virtual machines. If you do
not or cannot install VMware Tools
on the protected virtual machines,
you must configure SRM so that it
does not wait for VMware Tools to
start in the recovered virtual
machines. If protected virtual
machines do not have VMware Tools
installed, set the
recovery.powerOnTimeout value to
zero in the advanced settings of SRM
on both sites. For further details on
changing recovery settings, see
VMware documentation.

Failure of the cluster nodes from
backend or reconfiguration of
storage.

The Array ID changes on failure or
reconfiguration, which causes the
array pairing to break.

To resolve this issue, remove the
Array Manager and add the Array
Manager again with the correct
credentials.

A workflow fails due to stale entries
in the underlying volume of the
datastore in which VM is configured.

A volume on the storage has been
deleted. VMware continues to report
the virtual machine that was a part of
a datastore (volume). Reconfiguring
the array from backend and removing
the volume, in which the VM is
created with a protected group,
causes stale entries in the volume.

The VM and the underlying datastore
with stale entries should be deleted.
A new volume should be mapped
from the backend, and the new VM
should be created with a new
protection group on that datastore.
Start the workflow again.

SRM does not correctly remove static
iSCSI targets from the ESXi hosts
when a failover test is cleaned up or a
reprotect is performed.

The issue occurs if you have recently
configured SRM (paired sites,
resource mappings, created array
managers, etc.) and the SRM servers
or services have not been shut down
or restarted.

Reboot or restart the SRM services
after they have been configured but
before running the SRM test plan
failover or failover tests.

SRA rescan returns SRA command
'discoverDevices' didn't return a
response. The vCenter task list also
displays the error.

Volumes from one cluster might have
been deleted or the volume access
changed to Locked.

Ensure volumes are accessible and
volume pairing can be performed on
both clusters.



https://docs.vmware.com/en/Site-Recovery-Manager/6.5/com.vmware.srm.admin.doc/GUID-D8ADB346-F6D0-4B33-A90F-336CE6E7EB6B.html
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Removing the SRA
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You can remove the SRA from the SRM Appliance Management dashboard.

Open the NetApp Storage Replication Adapter for Element from the Storage Replication Adapters
section and select Delete from the ellipses menu.

= =RM Appliance Management

Sumimary MEW ADAPTER ]

Monitar Disks
MetApp Storage Replication Adapter for Element

Access
Download configuration archive
Certificates Version 30
Upload configuration archive
MNetworking Vandor Metapp, Inc.
Time Yendor UAL hitpsAfwwew nelapp, com Rasat configuration
Sarvices Repository tags netapp_element_sra:3.0
P ¥ iag PR_f - Reload
Update Docker image sha256:5ff57bde95ecd 795f79f3d0c4b9bbE  Delete

s} achh
Syslog Forwarding

Storage Replication Adapters

Note: After you have uninstalled the SRA, reboot before installing an updated SRA. The SRM
service needs to restart after each uninstall.
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If you need help with or have questions or comments about NetApp products, contact NetApp
Support.

e Web:

mysupport.netapp.com
* Phone:

o 888.4.NETAPP (888.463.8277) (US and Canada)
o 00.800.44.638277 (EMEA/Europe)
> +800.800.80.800 (Asia/Pacific)


http://mysupport.netapp.com
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Copyright © 2020 NetApp, Inc. All rights reserved. Printed in the U.S.

No part of this document covered by copyright may be reproduced in any form or by any means—
graphic, electronic, or mechanical, including photocopying, recording, taping, or storage in an
electronic retrieval system—uwithout prior written permission of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and
disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice.
NetApp assumes no responsibility or liability arising from the use of products described herein,
except as expressly agreed to in writing by NetApp. The use or purchase of this product does not
convey a license under any patent rights, trademark rights, or any other intellectual property rights
of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign
patents, or pending applications.

Data contained herein pertains to a commercial item (as defined in FAR 2.101) and is proprietary
to NetApp, Inc. The U.S. Government has a non-exclusive, non-transferrable, non-sublicensable,
worldwide, limited irrevocable license to use the Data only in connection with and in support of
the U.S. Government contract under which the Data was delivered. Except as provided herein, the
Data may not be used, disclosed, reproduced, modified, performed, or displayed without the prior
written approval of NetApp, Inc. United States Government license rights for the Department of
Defense are limited to those rights identified in DFARS clause 252.227-7015(b).
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NETAPP, the NETAPP logo, and the marks listed on the NetApp Trademarks page are trademarks
of NetApp, Inc. Other company and product names may be trademarks of their respective owners.

htto.//wwwi.netapp.comy/us/legal/netapptmlist.aspx


http://www.netapp.com/us/legal/netapptmlist.aspx

SRA User Guide 18
How to send comments about documentation and receive update notifications

How to send comments about documentation and receive
update notifications

You can help us to improve the quality of our documentation by sending us your feedback. You
can receive automatic notification when production-level (GA/FCS) documentation is initially
released or important changes are made to existing production-level documents.

If you have suggestions for improving this document, send us your comments by email.
doccomments@netapp.com

To help us direct your comments to the correct division, include in the subject line the product
name, version, and operating system.

If you want to be notified automatically when production-level documentation is released or
important changes are made to existing production-level documents, follow Twitter account
@NetAppDoc.

You can also contact us in the following ways:

* NetApp, Inc., 1395 Crossman Ave., Sunnyvale, CA 94089 U.S.
» Telephone: +1 (408) 822-6000

 Fax: +1 (408) 822-4501

e Support telephone: +1 (888) 463-8277


mailto:doccomments@netapp.com
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